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Abstract

We introduce an automata-based formal model suitable fec-sp
ifying, modeling, analyzing, and verifying asynchronowsk-
based and message-passing programs. Our model consisss of v
ibly pushdown automata communicating over unboundedhielia
point-to-point first-in-first-out queues. Such a combioatiuni-
fies two branches of research, one focused on task-basedsmnode
and the other on models of message-passing programs. Owl mod
generalizes previously proposed models that have deeidahth-
ability in several ways. Unlike task-based models of asymobus
programs, our model allows sending and receiving of message
even when stacks are not empty, without imposing restristian

the number of context-switches or communication topold@yr
model is strictly more general than the well-known commatiig
finite-state machines and allows: (1) individual composedntbe
visibly pushdown automata, which are more suitable for ringe
(possibly recursive) programs, (2) the set of words (iaagliages)

of messages on queues to form a visibly pushdown languagehwh
permits modeling of remote procedure calls and simple fooins
counting, and (3) the relations formed by tuples of suchulagegs

to be synchronized, which permits modeling of complex exter
tions among processes. In spite of these generalizationprove
that the composite configuration and control-state redlityahre

still decidable for our model.

1. Introduction

The asynchronous message-passing programming paradiggn is
coming a de facto standard for parallel and distributed aging
(e.g., cloud applications, web services, scientific conmgiit Pro-
gramming such asynchronous systems is, however, difficudtd-
dition to having to reason about concurrency, programmgrs t
cally do not have full control over all the services they uBeere-
fore, failures are rarely reproducible, rendering deboggill but
impossible. In response, programmers succumb to loggtegest-
ing events and gathering various statistics, hoping thsrifething
goes wrong the logs will reveal the source of failure. Andoutf-
nately, things occasionally do go wrong, often impactingjianis
of customers, or opening gaping security holes, which haee Ibe-
cently exploited to even “buy” goods on the Internet withpaying
for them [35].
On the positive side, this is a huge opportunity for the ddien
community to provide appropriate computationally trateafor-
mal models, as well as programming paradigms, languages, an
analysis tools based on such models. In this paper, we peopos
such a formal model for asynchronous message-passingapnsgr
The model generalizes several existing well-known modeisywe
prove that checking the system’s safety properties isdgtiidable.
More precisely, we propose an abstract automata-based mode
in which individual processes are modeled by visibly pusimo
automata (VPA) [2] that communicate via unbounded point-to
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point reliable first-in-first-out (FIFO) queues. VPA aregiastack
pushdown automata where all stack push and pop operatiosis mu
be visible (i.e., explicit) in the input language. Such awdta are
commonly used to represent abstractions (e.g., computeg us
predicate abstraction [5, 18]) of possibly recursive paogs.

Unfortunately, reachability is undecidable even for firstate
machines communicating over unbounded queues (a.k.a. §FSM
[10]. Researchers proposed a number of restrictions tarrega
cidability: bounding the size of queues to some fixed sizatric-
ing the communication topology, and restricting the exgikeness
of the languages representing the messages on queues[Fgchl
proved that if a CFSM has a recognizable channel propertyl— al
the queue languages are regular and all those languages feen
ognizable relatiort, then reachability is decidable.

Enforcing Pachl’s restrictions would be too restrictiveaar
model. First, it would make little sense to model individyab-
cesses as VPA, but not being able to remotely call their proce
dures. To model remote procedure calls, the queue languages
to be visibly pushdown, rather than just regular word lamgsa
Second, recognizable relations are a very inexpressigs cfre-
lations that can model inter-dependencies among queugsifonl
languages describing the contents of each queue are fipitén+
stance, if we have an invariant that there should be the samber
of messages, sayandb, on two queues in some composite control
state, the relation representing the configuration of gsieveuld
be (a",b"), which is not a recognizable relation. Even simple sys-
tems, like a client sending some number of requests and &mngec
the same number of responses, require queue relationslithat a
inter-dependencies (i.e., synchronization) among iddai queue
languages.

We relax Pachl’s restrictions by allowing queue (and stack)
configurations to form synchronized visibly pushdown irielad,
which significantly broadens the applicability of our madal-
though in our model the two extensions, from regular to Wsib
pushdown languages and from recognizable to synchron&ed r
tions, go hand-in-hand, it is worth noting that they are ogth
nal and each is valuable on its own. For instance, our rataxat
from recognizable to synchronized relations is applicablether
models as well — a straightforward consequence of our Ie&Ilt
that reachability of CFSMs with synchronized channel prtypis
decidable. In practice, our relaxations enable formalyaisland
verification of significantly more complex asynchronous sage-
passing systems than allowed by prior models.

In addition, there is an even larger class of relations thatle
algorithmically translated into synchronized relations,, resyn-
chronized. We introduce a new type of automaton, calledchivig
multitape automaton, that characterizes relations thabeaesyn-
chronized with prior preprocessing. We show that if a refatian
be algorithmically translated into a relation accepted ksyvich-

Linformally, a relation is recognizable if the concatenatif all the lan-
guages that are elements of the relation tuple is a reguiguége.
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ing multitape automaton, then it can also be resynchronisaur
proofs rely solely on the properties of synchronized retati we
postpone the treatment of resynchronizable relations afitéir we
state and prove the main results.

The main technical contribution of this paper is a proof that
model checking safety properties — global control stategiobal
configuration reachability — is decidable for the model we-pr
pose. The result is non-trivial as the introduced modemadlon-
bounded stacks and queues, arbitrary communication tgigsloas
well as complex inter-dependencies of queue and stack dayesu
We summarize the contributions of this paper as follows:

¢ A new formal model for asynchronous message-passing pro-
grams.

¢ A relaxation of known communication restrictions along two
dimensions: from regular to visibly pushdown languages, an
from recognizable to synchronized relations.

o A proof of decidability of global control state and globalnco
figuration reachability in our model.

¢ Anintroduction of switching multitape automata charaiziag
a family of relations that can be algorithmically resynctized.

2. Background and Related Work

The research on abstract models of asynchronous computatio
has progressed along two, mostly disjoint, paths. The fiash p
stemmed from the classical negative result of Ramalingadh [3
stating that the reachability of stack-based finite-datgrabtions

of concurrent programs with preemption is undecidabletteur
research focused on computationally more tractable mptikeds
context-bounded [28] and task-based non-preemptive reotbk
latter are more relevant to this paper. The second pathnatiggl

in the study of finite-state machines communicating ovealo&

ton, it is possible to send an abort message, which can chibage
course of execution.

La Torre et al. [23] studied a different set of trade-offanSi
ilarly to ours, their model allows unbounded reliable queue
stead of multisets, but either bounds the number of alloveedsxt-
switches or restricts the communication topology to assora-
putational tractability. Similarly to the multiset-baseunbdel, their
model can deque messages from queues only when the lodal stac
is empty. Each visibly pushdown automaton in our model cah bo
send and receive messages, independently of the state loctie
stack, as long as the languages of all the queues and statties in
system can be described by a synchronized relation. Funtver
we neither impose restrictions on the communication togpgloor
require the number of context-switches to be bounded.

2.2 Communicating Finite-State Machines

Another line of research on formal models of asynchronouaspes
tation focused on CFSMs [10]. A CFSM is a system of finiteestat
machines operating in parallel and sending messages to#ash

via unbounded FIFO queues. CFSMs can model preemption, but
finite-state machines are an overly coarse abstractionasis{ply
recursive) programs. As discussed earlier, reachabdityndecid-
able for CFSMs, in general. Pachl [25, 26] found that if the-la
guage of messages on each queue is regular and the tuplehof suc
languages for all queues is a recognizable relation, themech-
ability problem is decidable for CFSMs.

His work was followed by extensive research on, so callegh, re
ular model checking (e.g., [6, 8, 9, 34]), where queue cdstare
described using recognizable relations over words. Mobletk-
ing is then done by computing (sometimes approximationsaof)
transitive closure of the system’s transition relationd @hecking
whether the image of the transitive closure is containeteréela-

unbounded queues [10], known as CFSMs. Like the task-basedtion describing the queue contents. As the focus of this piapen

model, reachability is undecidable for general CFSMs. Harrt
research focused on restrictions of CFSMs, especially efigue-
lations, and development of model checking algorithmsatiph
such restrictions. In this paper, we unify the two pathsppsing

a model suitable for the same class of applications as tle tas
based non-preemptive models, while significantly geraraithe

proposing a new formal model for modeling asynchronousi-co
municating programs, and proving that the model has a deleida
reachability problem, rather than on algorithms, we omiesien-
sive account of the regular model checking work. Instead]ivezt
an interested reader to a survey [1]. We suspect that tecbsigjm-
ilar to the ones developed for regular model checking, dafheto

CFSM-based models. We proceed by surveying the related work those for regular tree model checking (e.qg., [7]), could peliad

along both paths, and then providing the necessary backdron
synchronized relations, which allow us to express comphésri
dependencies among queues and stacks.

2.1 Task-Based Models

to model check the formal model we propose.

We generalize Pachl’s results along two dimensions. Rinst,
components of our formal model are visibly pushdown transdu
ers, which can closely model the control flow of recursive-pro
grams. Therefore, they are a better candidate for modebgg-a

The task-based model consists of a pushdown automaton and ghronously communicating programs (e.g., event-basegranos,

task buffer for storing asynchronous task invocationseAthe
currently executing task returns, a scheduler takes and#si
from the task buffer and executes it on the automaton. Tasaite
atomically and can change the global state (of the autorjaton
new tasks can start executing only when the stack is emetythe
model is non-preemptive. Tasks cannot send messages totbach
and communicate only by changing the global state. The model
is suitable for modeling event-based applications (eayaScript
programs) and worker-pool-based multithreaded apptinat{e.qg.,
servers).

web services, cloud applications, scientific computindiappons)
than the less powerful finite-state machines. Second, wefisig
cantly relax the restrictions on queue relations, allowimgye ex-
pressive communication patterns.

The first major relaxation allows queue relations in our nhode
to be visibly pushdown [2], rather than just regular. Thisxation
enables us to support remote procedure calls and limitedsfaf
unbounded message counting. The second major relaxatien is
lated to the queue relations. More precisely, we show thatnmalel
has a decidable reachability problem even when we move epe st

Sen and Viswanathan [32] proposed a task-based model wherelP in the hierarchy of families of relations from the familyed by

the task buffer is modeled as a multiset (i.e., a bag) and stiokat
the state exploration problem is EXPSPACE-hard. Ganty aad M
jumdar [16] did a comprehensive study of multiset task-tased-
els, proving EXPSPACE-completeness of safety verificataord
proposed a number of extensions. For instance, they shdwhtha
configuration reachability problem for the task-based rhodth
task cancellation is undecidable. Our model does not all@s-m
sage cancellation, but once the execution starts on soreenaut

Pachl. Such more expressive relations allow us to model Emp
inter-dependencies among queue and stack configurations.

2.3 Relations Over Words and Trees

In this section, we give an overview of the main results oatiehs
over regular sets (of words and trees) relevant to this pdajer
properties of those relations are the key to understandiegte-
sented contributions. A property that we are particulantgiiested
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in is the decidability of language inclusiog), which we use in
the proof of the decidability of reachability in our formaloghel.
We start with the most expressive family of relations.

Rabin and Scott [29] introduced a generalization of thedinit
automata operating on words (single tape) to tuples of womis-
tiple tapes). There are two basic variants of such autonmata:
deterministic and deterministfcThe relations accepted by the for-
mer are calledational relations(Rat), and by the latedetermin-
istic rational relations(DRaf). While the equivalence problem of
DRat is decidable [20], inclusion is unfortunately undecidatale
both classes. Therefore, our proof technique, which géinesa
Pachl’'s [25] technique, cannot be used to prove decidghbilit
reachability in systems of CFMS or visibly pushdown trarcsds
whose queue languages form (deterministic) rationalioglat

Synchronized relationSyng [13] restrict the tapes of amtape
automaton to move simultaneously at every step of any camput
tion. Thus, synchronized-tape automata ovexr* x --- x £* can
be seen as the classical 1-tape automata over the alphabét ¢h
cross-product of alphabets of all tapes, i(B.x - - - x X)*. Such au-
tomata move all their tape heads synchronously in lock;stejd it
is a single head reading a tuple of symbols. Synchronizedioek
are sufficiently expressive to describe languages su¢h™ae™M),
which is useful for describing simple forms of counting iryis
chronously communicating programs. For example, it isiptesso
describe a system that sends a number of requests asyngbiono

v v @ @
Rec ¢ Sync ¢ DRat C Rat
(33 (13 29 (29

Figure 1. Hierarchy of Relations Over Words and Trees. All the
inclusions are known to be strict. The checkmark @enotes the
families of relations for which inclusion is decidable. Aofthose
families, as well as relations reducible to those familieen be
used to describe the queue and stack languages in our mddlel, w
maintaining the decidability of reachability.

reliable queues. The client asynchronously sends a paligntin-
bounded number of data requests. The server receives ang-imm
diately acknowledges data requests, but postpones tluziegsing
until later. When the data becomes available, the serveores
with data. When ready to process the received data, thet cben
moves the data message from the queue and acknowledges the re
ceipt of data. Both the client and the server count messages:
client checks that all the data requests have been servddhan
server checks that all the requests have been respondedto. U
like our model, the previously proposed models of asynabusly
communicating processes are unsuitable for modeling atifitbee

tion of this example:

e CFSMs can count only a finite bounded number of messages.
The example requires unbounded message counting.

e This example features complex inter-dependencies among
queue and stack languages and previously proposed models

and expects to get the same number of responses. By addieg a sp
cial padding symbol (#), synchronized relations can alsodael to
describe languages such(a¥', bk), wherek > m. Synchronized re-

lations have essentially the same properties as the cdstape
automata (closure under union, intersection, etc.) ani itheu-
sion can be efficiently checked.

Frougny and Sakarovitch [15] defingdsynchronizable rela-
tions which describe languagesmtape automata whose tapes are
not synchronized, but the distance between tape headsrisra-p
bounded. They showed that such relations can be charadeaix
a finite union of the component-wise products of synchrahize
lations by finite sets, which in turn means they can be redtmed
synchronized relations. For instan¢eMaat¥, c™dX) is an exam-
ple of a resynchronizable relation: after readiibg,c™), the first
tape reads two more symbols (increasing the distance betiape
heads to two), and then both tapes can again move togethgrdn s
Relations like((a*b)™ c™) are not resynchronizable, as the dis-
tance between tape heads can become arbitrarily large. 0of p
technique is applicable to all families of relations redileito syn-
chronized relations.

Finally, recognizable relationgReq [33] have the weakest ex-
pressive power of all mentioned families of relations. E&ape

of an n-tape automaton operates independently of others and ha:
its own memory. The relations accepted by such automataean b

represented as finite unions of cross-products of regulaipoe
nent languages. Effectively, the component languages eaallb
concatenated together (with a special delimiter symbblafalpha-
bets are not disjoint) and recognized by a 1-tape automBthl’'s
work and, to our knowledge, all the work on regular model &ec
ing focuses on this family of relations, which are insuffitlg ex-
pressive to describe complex inter-dependencies amonggue

3. A Motivating Example

are too inexpressive to deal with such inter-dependencies.

e Bounded state-space exploration (e.g., bounding quews siz
or the number of allowed context-switches) cannot explbee t
whole unbounded state-space of the example.

e Both the server and the client send and receive messages with
non-empty stacks, which task-based models cannot model.

Fig. 2 illustrates the example. The communication betwaen t
client and the server is established using quemesy,, gz, and
ga. The call (resp. return) messages push (resp. pop) syntoaobs f
a stack, and are denoted by averline (resp.underling, while
messages triggering internal transitions have neithes.SEnver is
implemented using two automata communicating ayeand gg.
The client initiates asynchronous communication by sendig
messages to the server. The server immediately acknoveedgh
Teq, by sendingack but postpones processing the request until later.
By pushingys or y4 on its stack, the server counts the number of
pending requests. The server ugggo denote the bottom of its
stack and to detect when all the received requests have bpexus

SUpon receivingack the client pusheg, or y» on its stack to count

the number of the requests that the server has initiatedpsotg.
The client uses; to denote the bottom of its stack and to detect
when all data requests (acknowledged by the server) have bee
responded to. When ready, the server responds with the steglie
data @ata). Upon receivingdata, the client popsa or y» from
its stack, indicating that one of the pending data requesgdken
responded to, and acknowledges receiving data, by sewuidick
The server pops its stack upon receivghack indicating that one
of the pending requests has been served.

The server is fully asynchronous and can postpone serving

We illustrate the expressive power of our formal model with a data. To model such asynchrony, the server would need to non-

small, yet intricate, example. The example models a cliedta
server asynchronously communicating by sending messages o

2In the deterministic multitape automata, the current statermines which
tape to read from, and given the state and the input symieok ik only one
possible next state.

deterministically pop its stack on an empg) (ransition, once the
data is ready. However, visibly pushdown automata canrassac
the stack on empty transitions, but rather all stack acsdssee to
be visible at the level of the input language. To work arounid t
constraint, the server uses a small one-state repeatenaiaho on
the side. The repeater receives internal messdg@sand bounces
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SERVER:

@qsm/ arlack ys
—_—>

o3 7reg/dulack ya

gs?dcnt/gs!dsnd

£/ge!dent
<_

gs?dsnd/q!data

dsack ys/€

dadack ys/€

o qu?ack/e, v
du?ack/e, vi

O

gp?data y1/qs'dack
go?data y»/oaldack

CLIENT:

£/qs!Teq

Tuples and Relations. Tuples are finite lists of objects. For
instance, (obj;, 0bj,,0bj3) is a 3-tuple. We denote tuples by a
vector sign, e.g.f. If T = (obj;,0bjs,...,0bj,) is a tuple,n is

called thesizeof the tuple and denotef]. The cross-productof

setsAy,...,An, denoted [] A, is a set ofn-tuples defined as
1<i<n

{(a1,...,an) | & € Aj}. Thei-th element of a tupl€is denoted];.
We write S" for a set ofn-tuples in which all elements are fro8)
i.e., {f'such that]j € S 1 <i < n}. An n-ary relationis a subset of
a cross-product af sets.

Strings (Words).  We shall often refer to finite sets of symbols as
alphabetsand denote them b§, possibly with indices. LeE be
an alphabet; the set of all finite sequences of elements will

be denoted by *; such sequences will be referred to stengs
(or wordg overZ. More formally,>* is the free monoid generated
by Z with concatenation(-) as the operation and the empty word
€ as the identity. We shall also refer to concatenatioprasluct

If w=aj-ay---a, is a word anda; € Z, n is called thelength

of w and denotedw|. Let U and V be tuples of words such that
|t] = |V|, the component-wise produds$ defined agi- v ={, such
thatf|; = dl; - v|;, for all 1 <i < |U]. The power of a word wis
defined recursivelyn® = &, wk*1 = wk.w. If A B are languages,

Figure 2. An Example of an Asynchronous Client-Server Service. then their concatenatiof- B is the languaggu-v |ue A,v € B}.

Initial states are marked with arrows with no origin. Fintdtes

If wis a word andA is a language, thew- A= {w-u|uec A}, A

are drawn as double circles. Stacks and queues are not shown. W= {u-w | u€ A}. (Left) language quotient @A is the language

received message is preceded with the question mark and¢he g

{u]a-ueA}. Letu,v e Z* be words ove&. The prefix order<

it was received from; a sent message with the exclamatiotk mar is defined asu < v for u,v € Z* iff there existsw € £* such that
and the queue it was sent to. A received overline message (i.e V= U-W. We say thata s&is prefix-closedf u<vAve S=ues

call message) pushes a symbol on a stack; a received umderlin

message (i.e., return message) pops from a stack. For exattmgl
transitiongzeq/q;'ack y5 receives messageq from queueqs,
sends messageekto queuer;, and pushegs to the server's stack.

5. The Formal Model

In this section, we describe our formal model. We begin by de-
scribing the basic component — a visibly pushdown transduce
continue with a definition of a system of such transducersrmeom

backdsnd Since queues are assumed reliable, all yet unserved re-nicating over reliable unbounded queues, and finish wittseui

quests are pending on eittayor gg. Effectively, those two queues
keep track of the data being fetched (or computed) asynoclsin
The repeater could as well represent a service fetchingfdata
distributed storage, or a service computing the resporisesérver
can (in state 2) either receive more requests or processfahe o

sion of relations describing queue and stack configurations

5.1 Visibly Pushdown Transducers

The individual processes receive and process words of imgst
sages, and generate words of output messages. Thus, thég can

messages received from the repeater and send data back to thg, 4eled as transducers — state machines translating opesige

client. Since languages on botlg and gg are regular, and since
neither the server nor the repeater perform any calls (orns}
on those messages, this workaround satisfies both thectests
imposed by visibly pushdown automata and the conditionsiéer
cidability of reachability that we present later.

An example of a safety property one would want to establish

for this protocol is absence of deadlocks (or livelocks). vem
verify such properties as follows. Since there is a finite bem
of composite control states and messages (resp. symbols} to

into another. We introduce such a machine with a finite-stare
trol, a single stack, and a finite set of unbounded FIFO queDes
each step it can read a symbol from one queue and write to@moth
if the symbol read is a call (resp. return), it can simultarsiyppush

to (resp. pop from) its stack.

DEeFINITION 1 (Communicating Visibly Pushdown Transducer).
A communicating visibly pushdown transdud@VPT) is a tuple
of finite sets T= (Zrev, Zsng, @, S 1, F, I, A), whereZ,cy is an input

removed (resp. popped) from queues (resp. stacks) in the nex alphabetXgnqis an output alphabet, Q is a set of unbounded FIFO

transition, we can enumerate all symbolic configuratiomslileg
to a deadlock (or livelock). For instance, if the client issiate O
(waiting for ack) and the server in state 3 (waiting fdack), the
service is livelocked ifj; and g4 are empty, irrespectively of the
contents of other queues. That composite configuratiors mmhto
be unreachable for the given example.

4. Notations and Terminology

Sets.  Given a sef, we write|S to denote its size, i.e., the number
of elements irS. We definedisjoint union AJB as the standard set
union AU B, but with an implicit side-constraint that the sétand

B are disjoint, i.,e. ANB = 0. Let| be a set. Ari-indexedsetA

is defined as a disjoint union of sets indexed by elementsid.,
A= Uil A

queues, S is a set of states; IS is a set of initial states, E S is

a set of final stated; is an alphabet of stack symbols, af\ds a
transition relation. The input alphabé&t., and the output alphabet
Zsnd are Q-indexed sets such thaty N Zgng = 0. Another way to
partition the input alphabet i&cy = ZcWUZ,UZ;. TheX: symbol

is an alphabet ofcall symbols while Z; is an alphabet ofreturn
symbols such that for each return iz, there exists a matching
call in Z¢, more formally:Z; = {c|te X} and || = |Z¢|. The

>; set denotes thiaternalalphabet. The set of queues Q contains a
special symboll € Q used in transitions that do not receive input
from (or send output to) a queue.

Given a wordv € X}, we say thatv has matched returns
(resp.calls) if it is a production of the grammawV ::=a | W -
W |V |U, V:=al|V-V|t-V-csuchthal ::=t(respU ::=¢),
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wherea € 3, T e X, c € 2;. Aword iswell-matchedf it has both
matched returns and calls.
A configuration C of a CVPTs a tuple(s,0,p) = (s,0,p1,. .-,
p‘Q‘) € SxI*x HQ(andq UZrey,)*, representing a control state, a
qe

word on the stack, and contents (represented as words) lofafac
CVPT's queues. For stacks, the leftmost symbol of the wothtéds
top of the stack. For queues, the leftmost symbol of the wepd r
resents the next message to be processed (i.e., the oltiespye-
cessed message), while the rightmost symbol representadke
recently received message. To simplify the notation, weirass
that p; represents the contents of queyes Q andp the contents
of queueq. We use th€|oldstate« newstateparallel substitution
notation to represent incremental modifications of conétians.
For exampleC[s; + $,0 + a- 0, p3 + p3-b] denotes a config-
urationC modified so that the control state is changed franto
S, message is pushed on the stack, and messhde appended
to queuegs; C[m- p < p] denotes a configuratio modified so
that message is removed from queug. We define the transition
relation of a CVPT as follows.

DerFINITION 2 (CVPT Transition Relation)Let C be a configura-
tion of a CVPT T. If n€ Zgpq,, for some g Q, let gm (resp. @m)
be an alias name for message m sent to (resp. received freenpqu
q.3 If m= ¢, then g= L. The transition relatiod\ = J:Wd W4, such
that & C Sx Z¢ x (ZgngU{€}) x T x S,& C Sx %y x I x (ZgpqgU
{€}) xS, andd C Sx (LjU{e}) x (ZsngU{€}) x S, is defined as
follows (7> is the infix notation fol):

ANy /! My,

Call I (51,012, G!My, y,5) € &, then C* Cls1
$,0 < Y- 0,My- P14 P1,02 ¢ P2-My);
Return If (s1,017my, Y, Q2!mp, ) € &, then qu”ml r/qzlmz
S,y 0 < O,My - P1 < P1,P2 < P2-My];
Internal If (s1,012m,02!Mp, ) € &, then C

Sp, My - P1 4= P1,P2  P2-My).

Clsy +

My /!
c 1/QZ mzC[Sl -

When we do not care about the exact type of a transition, we use

— to represent any of the—> transitions defined above. in of

a CVPT on a wordv = ag---an € X}, from a configuratiorC is
a finite sequence of configuratio@g,C;, ...,Cp, such thaCy =C
and for each G< i < n there exist a transitio€i_; — Cj. We

extend the infix notation defined above to wor@s— S C' if there
exists a run orw from C to C' yielding output wordp. When we
are interested only in the input word, sey we omit the output
word, e.9.Cy v, C,. The transitive closure of the— relation is
denoted—. Let [T] be the transduction induced By if there is

arun(s, €, €) R (s,0,p), wheresy € | andg is a tuple of empty
strings, thenp € [T](w). We generalize the transductidii] to
languages as usual, i.¢T] (L) = {[T] (w) |we L}.

We use Definition 1 for two purposes. First, we use it to define
individual components of a system of asynchronously contmun
cating processes. The set of final states could be empty &r su
components, if we are interested in the computation thosgoe
nents perform, rather than the language they accept. Sewende
Definition 1 to define visibly pushdown languages (VPLS), athi
in turn we use to define conditions under which reachabiitstill
decidable for our model. When defining VPLs, the set of firetest
will be non-empty, but the output alphal®g,q will be empty.

3 Note that formallym = g'm= g?m for anyq andm. The alias names are
just a notational convenience.

DeFINITION 3 (Visibly Pushdown Automaton and Languag#).
CVPT withZgng = 0 is a visibly pushdown automato(vVPA). A
language of finite words € %}, is avisibly pushdown language
(VPL) if there exists a VPA A ov&.y accepting the language, i.e.,
if 3A..Z(A) = L. Let ¥ be the set of all VPL languages.

We now informally sketch how to model a (possibly recursive)
Boolean progran® (i.e., a program with a finite number of vari-
ables over a finite domain) as a CVAT We choose a suitable
alphabet of call, return, and internal symbols for repréagrstate-
ments ofP. Then, every call statement &fis mapped into a call
transition of T, and every return statement into a return transition.
Statements that send or receive messages are mapped idtorsen
receive transitions, respectively. All other statememesraapped
into simple internal transitions. Furthermore, the modaild be
extended with pre-initialized queues, with only one reeeiand
no senders, initialized to the language describing therprago
be executed on the receiving automaton. However, suchsgten
significantly complicate the exposition, without conttilng to the
expressiveness of our model.

5.2 Systems of CVPTs
We compose CVPTSs into more complex systems as follows.

DEFINITION 4 (Asynchronous System of CVPTdn asynchro-
nous system of CVPTBI = (Ty,...,Tn), where T= (Srey, Zsnd
Qi,S,1i,F,Ti,4), is atuple of CVPTSs, such that each FIFO queue
has exactly one receiver and one sender. Any pair of CVPTs, sa
Tj and &, can share one or more queuesqJ;<j<,Q; such that

sender’szanq is equivalerﬂ to receiver’szrc\,kq.

Since each queue in the system has a single receiver, we intro
duce a convention to avoid redundancy in specifying costeft
the same queue: when we refer to a CVR&s a part of a system,
we consider thap in T’s configuration(s,o,p) represents only
the contents of;’s input queues, i.e., the queues are considered to
belong to the receiver.

A composite configuratiors atupleé = (Cq,...,Cn). LetC =
(s, 0i,0) represent the configuration of theh CVPT in the sys-
tem. We define theomposite control stats of a system as a tu-
ple of stategsy, ... ,sn), composite stack configuration as a tu-
ple of words(oy,...,0n), and composite queue configuratigh
as a tuple of Word(;p11 ..... s P1my > P21 -+ P2mys -+ Prls -+ ,anh)
wherem; = |G| andp;j = Gi|;. For a configuratiol€, we writeC.s,

C.o, andC.p for the composite control sta& composite stack
configurationd, and composite queue configuration

We define the transition relation of a system in terms of frans
tion relations of its individual components. L& = [ (s,&,%),

1<i<n
wheres € |;, be an initial composne conflguratlon rAn of a sys-
temis a finite sequenc@o —C — -+ — G, where—s is
defined as in Definition 2, with a minor difference that theport
gueues belong to another component, and not the one maléng th
transition.

Now, we have all the formal machinery needed to define the
configuration reachability problem for a system of CVPTsther
discussion will focus on the composite configuration rehdig
but we show later that our results can be somewhat geneatalize
(e.g., to the composite control state reachability problem

4Note that we index in three different waysZ; is the alphabet of;, Zgis
the alphabet of the messages on queuandz;, is Ti's alphabet projected
on the set of messages allowed on qug